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Abstract: Critical infrastructure consists of a system of interrelated elements, which
represent the backbone of the national economy of any country, or the economic union.
Disruption of any element could have significant consequences not only for the continuous
function of other elements of critical infrastructure, but also for every market entities which
are depending on their stepless action. This dependence was significantly manifested in the
January 2009, when several countries in the South-East Europe were hit by the gas crisis
triggered by a dispute between Russia and Ukraine.

Quantification of losses, which incurred on the basis of the failure of any elements of
critical infrastructure, is very complicated. This complexity results from a number of factors
and interdependencies between the elements of critical infrastructure as well as other market
operators.

Contribution highlights the interdependence of the various elements of the national
economy and their dependence on a functional critical infrastructure, on the example of gas
crisis. It describes primary and secondary consequences of gas crisis and tries to quantify
losses caused to businesses, householders and State economy.

INTRODUCTION

Critical infrastructure (CI) in the Slovak Republic as well as in the European Union is
a relatively young field of investigation. In Europe the agenda of the critical infrastructure and
its protection was adapted by the European Commission Green Paper for the first time in
2005. This document defined the critical infrastructure as follows: "Critical infrastructures
consist of those physical and information technology facilities, networks, services and assets
which, if disrupted or destroyed, would have a serious impact on the health, safety, security or
economic well-being of citizens or the effective functioning of governments in the member
states. Critical infrastructures extend across many sectors of the economy, including banking
and finance, transport and distribution, energy, utilities, health, food supply and
communications, as well as key government services. Some critical elements in these sectors
are not strictly speaking ' infrastructure ', but are in fact, networks or supply chains that
support the delivery of an essential product or service." [1]
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The critical infrastructure in the Slovak Republic is defined as “that part of
infrastructure (selected organisations and institutions, objects, facilities, services and
systems), whose destructing or making non-functional causes threat or disruption of the
political and economic operation of the state or threat for life and health of inhabitants”. [2]

The European Critical Infrastructure elements are divided to sectors and the member
states of European Union create their own structure of CI. It is based on analyses for securing
the basic functions of the state. However, this structure has to include also the elements stated
by the European Programme on Critical Infrastructure Protection.

The law No. 45/2011 Coll., about the critical infrastructure which became effective on
1st March 2011 states the structure and scope of activity of the state administration, the
criteria for determining the elements of the critical infrastructure and defines the tasks for the
natural persons and legal entities participating in the operation and protection of the critical
infrastructure. An element of the critical infrastructure is defined as follows: "building,
service in the interest of public and information system in the sector which disruption or
destruction would have a serious adverse consequences or the conduct of economic and social
function of the Country, and thereby the impact on the quality of life, protection of life, health, safety,
property and environment according the sector criteria and cross-cutting criteria [4].

1. IDENTIFICATION OF THE ELEMENTS OF CRITICAL
INFRASTRUCTURE
The Government of the Slovak Republic developed the Concept of critical
infrastructure in the Slovak Republic and method of its protection and defence which set out
the criteria for determining the sectors and elements of CI. These criteria have been
determined on the basis of the threat of a terrorist attack and were divided into two groups:
basic and complementary criteria. [2]
Under this concept, element of CI can be such an element that is important for any of
the areas of national security and meets one of the basic criteria at least::
1. the probability that an element could be the goal of terrorist attack, or other risk
factors,
2. unacceptable risk, which would mean disrupting the functioning of the State, and
his defences,
3. the uniqueness of the element, (in the case of his disruption, there is no element
that could replace)
4. possibility of generalization if there is a group of elements with the same function.

Complementary criterion: exclusivity is used in addition to the basic criteria. This
criterion applies only if one of the elements of the national economy is not included among
the elements of CI, but meets the required criteria.

Currently, sector and cross-cutting criteria are used for identification of elements of ClI
in the Slovak Republic. The cross-cutting criteria laid down by the Law on critical
infrastructure are:

1. the number of vulnerable people, including those killed and injured persons,

2. the economic impact, which includes:

e economic losses
e deterioration of goods
e deterioration in the quality of public services
e negative impact on the environment
3. the impact on the population degrading the quality of citizen's life in terms of
e severity of loss of supply and the recovery time
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e severity of failure in providing public services and recovery time

e availability of replacement supplies

e availability of compensation for the services provided in the public interest.
Figure 1 shows the way how to select the element of CI.

Sector and cross-cutting criteria

The impact on the
population degrading
the quality of
citizen's life

Number of Economic
vulnerable people impact

Economic functions
and objectives of the ‘ Element of critical « Social functions and
State infrastructure objectives of the State

[ Required level of quality of life }

Fig. 1 The criteria for selecting an element of the critical infrastructure

Following statement results from the figure 1:
e element defined on the basis of the sector and cross-cutting criteria has a link to
the economic and/or social objectives of the State,
e achievement/non achievement of economic and social functions of the State has an
impact on the quality of life of citizens,
e required level of quality of life affects the determination of sector and cross-cutting
criteria.

2 CONSEQUENCES OF DISRUPTION OF CRITICAL
INFRASTRUCTURE
A characteristic feature of Cl is the interdependency of the individual elements to each
other as well as the dependence of other economic elements on functionality of CI.
If we analyze interdependency of individual elements we need to
consider:
e range of the consequences — the way in which one element of CI can affect other
sectors, or other economic element,
e number of affected elements — the number of elements that will be affected by the
disruption of the element of ClI,
e space-time factor — the time in which the disruption of one element will cause
consequences on other elements.

If we take into account only interdependency of elements of ClI, then it can be defined
as relationship between two elements, through which the status of each element affects or is in
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correlation with the other element. Specifically the interdependence can be described in two
levels:

1. system of relations in the framework of the infrastructure (e.g. in transport sector)

identified,

2. a system of relations to other sectors of the infrastructure (e.g., transportation and

telecommunications,. relationship between the banks and financial institutions.

In addition to these two levels, it is necessary to consider the interaction defined as
coupling order, which indicates whether two infrastructures are directly connected to each
other or indirectly coupled through one or more intervening infrastructures. [3, 5]

Dependence described in second level and coupling order are frequently manifested
regarding to consequences of disruption of any element on economy of country.

Interdependency and correlation between the elements of CI as well as other economic
elements is reflected in the following types of dysfunction [3, 5]:

e cascading — when a disruption in one infrastructure causes the failure of a
component in a second one,

e escalating — when an existing disruption in one infrastructure exacerbates an
independent disruption of a second one,

e common cause — when two or more infrastructures networks are disrupted at the
same time.

The consequences of described interdependency are usually negative, but in some case
they could have some positive aspect. These arrive primarily from the need of recovery or
functions replacement of some economic element or element of CI. We can show it on
example of disruption or lockout of section of the railway network. If the transport service in
region has to be continued it must be replaced by another kind of transport. At the same time,
maintenance and repair of railway is in progress. And what about consequences? Railway
company loses profit and pays the additional costs for repair of railway tracks. On the other
hand, road hauliers and construction companies accounting profit.

However, interdependency of infrastructure elements reflected also in a much larger
extent. Example of such a strong dependence is of the gas crisis in the January of 20009.
During this crisis supply of gas has been stopped on the territory of the Slovak Republic and
other countries. The most critical situation occurred in the Republic of Bulgaria. But, the
damage caused by the pipeline increased to the high values also in Slovakia. This situation
forced the Slovak Government to look for alternatives, which could prevent similar damage in
the future.

The primary effect of this incident was a statement of emergency regulatory level
number 8 for the wholesale market, which resulted in a decline of economic performance for
60% of the normal value. Big companies, which need the gas for their production, were
forced to stop production. It caused reduction in sales and therefore reduction of income taxes
at the rate of more than 16.5 million euros. Many companies lost their customers, and for this
reason, they considered moving production to other countries. But, economic crisis was fully
reflected in the same year, so it was very difficult to quantify economic impact on businesses
and the economy of the State.

Cessation of production had already a significant impact on the quality of life of the
population because they were forced to take leave, or unpaid leave. From the perspective of
citizens, the worst situation was in Eastern Slovakia. Flats, in which the citizens lived, were cold
because heating plants did not produce heat for lack of gas. People used unprofessionally installed
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sources of heat (electric heaters, ovens and fireplaces on solid fuel) in effort to improve the
quality of life. It led to a fire in many households, but also in small companies.

This example shows that disruption of one element of critical infrastructure could lead
to significant distortion of the economic and social functions of the State as well as to a
reduction in the quality of inhabitants" life.

But it is necessary to apply any quantitative methods to understand of the interrelation
between the various sectors and elements of Cl as well as other elements of the State
economy and to calculate the potential losses due to dysfunction one of them. Some of
methods that can be applied are described in following statement:

e econometric methods — allow to express relationship between total amount of

losses and number of dysfunctional of Cl,

o logical trees — allows to express the total amount of losses for the decomposed
events that are associated with the likelihood of its occurrence,

o simulation — it is a method based on imitating of the real system behaving,

o direct quantification — it is a method which is used to quantify the potential losses
in the framework of risk analysis; calculation of the total loss is derived from the
costs associated with dysfunction of selected elements of Cl,

e curve of exceedence probability for a given loss (EP curve) and the probable
maximum loss (PML),

« application of the method the cost/revenue (cost benefit analysis),

e specific methods, form example implied cost of fatality (ICAF) or annualized loss
expectancy (ALE).

In addition to these methods, it is possible to apply any other, which is
used in the calculations of expected losses for insurance purposes.

CONCLUSION

Whereas the concept of critical infrastructure has its political, social and economic
dimensions, governments should not solve the problem of ensuring its functionality in
isolation but in cooperation with owners and managers who are responsible for day to day
operations of these elements. Only in this way losses resulting from disruption of any element
of ClI could be prevented.
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Kniouoseu Oymu: enemenm Ha KpumuuHama uHGpacmpykmypd, Hapyuilaéawe Ha
@yHKYUOHATHOCMMA, 83AUMO3ABUCUMOCTT

Pe3wome: Kpumuunama uumgpampykmypa ce CbCcmou Om  cucmema om
83AUMOCBLP3AHU eNeMEHMU, KOUMO NPeOCmMasiaéam epbOHAKA Ha HAYUOHATHAMA UKOHOMUKA
HA 8CAKA CMPAHA UIU HA UKOHOMUYecKus cvio3. Hapywasanemo na Haxoil enemenm modice 0a
UMa 3HAYUMETHU NOCAeOUYU He CAMO 34 HEeNpeKbCHAMOmMO (QYHKYUOHUPAHe Ha Opyeume
eleMeHmuy Ha KpUmudHama uH@pacmpykma Ho U 3a 8CsKA NA3ApHA eOUHUYd, KOSIMO 3a8UCU
Om MAXHOMO HenpeKvbCHamo Oelicmaue. Tazu 3a8ucumMocm ce nposesiea 0CoOEHO CUTHO npe3
anyapu 2009, koeamo wHaxonixko oOvpocasu om FOeouzmouna Eepona ca 3acecnamu om
2azo0eama Kpu3sd, npuou38uUKana om cnop medxicoy Pycus u Ykpaiina.

Konuuecmseenomo onpedensine Ha 3acybume, KOUMO Bb3HUKEAM 6b3 OCHOBA HA
OMKA3a HA HAKOU eleMeHm HA KPUMU4YHAma UH@pacmpykmypa e mHo2o ciodicHo. Tasu
CILOJCHOCI. e pe3yimam om peduya Gaxkmopu u 63auMo3a8UCUMOCTIU MeHCOY eleMeHmume
HA KpUMU4YHAMa UHPpaAcmpyKkmypa, Kakmo u opyeu onepamopu Ha nazapd.

Cmamusama axyeHmupa 8vbpxy 63aumMo3asUCUMOCMMA HA pa3IudyHume eiemeHmu Ha
HAYUOHATHAMA UKOHOMUKA U MAXHAMA 3A6UCUMOCT OM  (YHKYUOHATHAMA KPUMU4HA
ungpacmpyxmypa no npumepa Ha 2azoeama kpusa. Ts onucea nvpsuuHume u 6mMopuyHUmMe
nocieduyu om e2azoeama Kpusa u ce onumea 0a onpedenu 3a2youme 3a OuzHeca,
0OMAKUHCMBAMA U UKOHOMUKAMA HA CIMPAHAMA.
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