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Abstract: The paper presents a novel model for interlocking system. Current construction of 
interlocking system is based on double channel fault-tolerance and fail-safe structure implemented 
into one or two rack-mounted devices. Field elements like switches and signals received commands 
and power supply via separate cable network. This solution is expensive and the reason for this fact is 
price for cable network. New communication systems lay on the market cheap solution based over 
optical network and/or wireless system. Real-time system and sensor network gives new models and 
functionality which can be used into safety system. The paper present any ideas how to implement new 
scientific trends to construct an interlocking system as distributed safety system and design field 
elements as safety finite automata. Main goal is implementing fail-safe logic and control functions into 
all end devices and ensure access to them via standard optical or wireless communication 
environment. Distribution of responsibility about fail-safe behavior can be modeled via automata 
network or asynchronous automata network.         
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INTRODUCTION 

The development of modern communication networks reflected both on conventional and on 
safety-critical processes. Until now safety-critical systems are treated as closed systems, whose 
behaviour affects only sporadic failures. The safety of these machines is achieved by using fault 
tolerance strategies or strategies for safe behaviour after failure. In industrial automation, highly 
dependable or fail-safe systems are in use to reduce the risk of harm. Realization of safety systems is 
based on microcontrollers and/or CPLD (complex programmable logic devices) or FPGA (field 
programming logic devices).  

Safety systems must be resistant against faults. Faults for safety critical system are result from 
failures and from human attacks. Safety devices can be realized as software programs and as hardware 
schemas. For mission critical application FPGA implementation of safety theoretical models is widely 
used for aviation, railway and other relevant systems. 

Advantages of FPGA are their height flexibility, low cost, reconfiguration and turnaround time. In 
most cases there is not an operation systems that grows intrusion resistant and availability. FPGA 
programming is possible to be done directly via finite-states models and automata in most algorithmic 
cases [13,14]. 

New trends into public communication – optical network data transmission and wireless 
communication gives more progressive and cheap methods for interlocking system design and 
commissioning. Conventional wired interlocking systems are open for vulnerability and terrorist 
attacks. An interlocking computer system and their filed devices (track circuits, axle counter, signals, 
switches) can be present as distributed sensor network with centralized control logic. Switches and 
signals can be present as another distributed control system. In both cases control and sensor network 
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is not protected against intrusion events.  Safety devices for interlocking systems in many cases are 
designed from functional blocks (FB). Each FB can be realized on relay logic, microprocessors or 
FPGA logic. The safety property of this system depends more on a human factor than random 
hardware faults. 
 
RELATED WORK 

 
Some models to design interlocking systems on Internet infrastructure are present into [1,2,3,4,6], 

[5] shows how to build an automatic block system on optical and wireless environment. Using optical 
solution is present deeply in [7,8]. Safety model using automata for interface operation are described 
into [10]. 

The safety device if the railway station can be present as five blocks each realized by a finite 
automata. Each block is protected against faults using self-checking circuits. Final design of 
dependability is based on MDS architecture described into [14]. 

Railway station system can be present as finite machines communicating each other via wire or 
wireless [fig. 1]. 

 

 
 

Fig. 1 Automata block design for interlocking system 

 
These blocks are defined as follows: 
IN_SIG automata control home signal. This block acts as start point for incoming trains. SW block 

represent rail switch. OUT_SIG automata control exit signal. Axle counter is responsible for of train 
position. Each automaton detects a king of automata language L. L is constructed from symbols 
(words) where   and   is letter from automata alphabet. Letters forms input and 
output symbols for each automaton. Inputs for each automaton are: Ii – input from track (from axle 
counter and/or track circuit); IBi – an input from other blocks; IOi – an input from control device. 
Outputs are divided as: Vi – output to track; VBi – output to other blocks; VOi – an output to control 
devices. 

In [11] a novel distributed architecture for wireless communication environment used by 
interlocking system is present. All field data are delivered to control center via wireless network using 
multi-homing to improve the reliability of Internet structure. Multi-homing gives better identification 
of anomalous condition and increase robustness of the system. Analysis on interlocking elements point 
to cables as low intrusion resistant elements for the system. Civil works for signaling shows that these 
systems needs enormous number of cables witch increase constructor works and cost.  

Interlocking system requires high degree of reliability. Most solution and design principles use 
double structures for all communication and control units. In case of direct wiring of signals and 
switches via cooper cable this strategy is limited only to units and devices into central room and it is 
not possible for field elements. Proposed solution into [11] illustrates a novel approach to design 
safety communication based on standard internet technology. Cooperation tasks between field signals 
and switches into near future are present as autonomous distributed system. Distributed properties are 
focused over two main aspects: 
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- Implementing a safety communication network with relevant security requirements; 
- Design control units and autonomous agents (control units) with safety and security 

properties communication each other into public network environment (standard IP 
network with optical and/or wireless data transmission). 

 
 
AUTOMATON CONTROL FOR FIELD ELEMENTS 
 
 Main railway field elements are signals, switches, axle counter and track circuits. Fig 1 
presents field controller for signal. Field controller is built from four automata and two network 
interfaces. I/O automata and Control Automata are designed as file-safe automaton. Crypto automata 
and Communication automata are designed as intrusion resistant automata without safety properties. 

 

 
 

Fig. 2 Signal Automata Block Design 

At the same manner Fig. 3 shows automata design for switch device.  
 

 
Fig. 3 Switch Automata Block Design 

Crypto-automaton is used to protect data transmission process and session initiation. 
Communication automata should be designed as TCP/IP protocol implementation into FPGA 
hardware logic. SSL or relevant method is possible to be used to ensure security. Control automaton 
(CA)  is responsible for safety decoding of commands. After safety decoding CA send command to 
I/O automaton. I/O automaton executes command and sends back information of current states of 
signal or switch. Difference between both automata models comes from switch circuit design. Control 
circuit and power circuit can be different and for this reason two interface automata can be used. 

Fig.2 and Fig. 3 shows how to model field devices as sequence of finite state machines. Field 
element need to communicate with main control automata, that implement railway control table and 
related safety algorithms. Simple example of this communication process is present on Fig. 3. Central 
FSM start form State 1 and goes to State 2 as result of user command. Received command is send by 
standard communication environment to field devices. Before sending all data are encrypted into 
Cryptographic Layer. Crypto Layer shown on Fig. 4 generates keys for current session and send set of 
authentication parameters to filed element via session key exchange protocol. Key exchanging is based 
on standard Public Key Infrastructures technology. After establishing op secure communication 
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channel commands are sending via Communication Layer using optical or wireless link. Field device 
received command and goes into state 4. In state 5 Crypto Automata start a process for data 
verification, integrity checking and decryption. In state 6 Crypto Automata send confirmation signal to 
Communication Environment (state 7) and received data for future actions. In case of positive 
acknowledgment on security operation command is forwarded to Control Automata (state 9). Control 
Automata prepare command and send it to interface automata I/O. Interface Automata execute 
received command and send confirmation back to Control Automata (state 11,12). Control Automata 
send results of operation to Central Automata (state 13) using the same procedure. 

 
Fig. 4 Example of distributed automata state interaction 

 
Using automata to control in safety manner field elements gives possibility to imagine a railway 

interlocking systems as distributed automata network formed by field automata and central automata.  
Distributed automata model is present on Fig 4. 
 

 
Fig. 5 Automata Netwrok Model for interlocking system 
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AUTOMATA NETWORK MODEL FOR INTERLOCKING SYSTEM 
 
Let   is an automaton, where  for some  and . 

Then A is a finite automata network of size n. All automata included in this automata network updated 
their internal states using events. Events are signals received from other automata or events, produced 
from timers in case of signal failure or exceeding preliminary defined time interval. In this case 
constructed network is asynchronous automata network (AAN). In this possible faults are result 
coming from random failures, intrusion activities and deadlock situation of signals propagation. The 
transformers, realizing the feedback functions    are able to get an input 
vector containing a common external input sign and the state of all component automata. They can 
each transform this input vector into an appropriate input sign for their component automaton. The 
product is at work along a discrete time scale in the following way: all transformers of the product get 
a common external input sign x, and, simultaneously, all transformers get the value of the 
instantaneous states  of all component automata as input information. By the effect of 
this vector  the transformers produce an input signal , for 
their component automata. If feedback function  is realized as time automata with time sequence  
and recognized by automata language L is , where n is number of all words elements 
of L and tlimit is maximal valid time period for ai, and  

(1)                                        

the network of automata will have safety behavior if all automata will be designed according to Rules 1-8 (16).  

 
CONCLUSION 
 

The paper presents a novel model for interlocking system. Interlocking system is 
present as distributed automata network with some layers responsible one for security and 
other for safety system properties. Field elements are designed as composition of four 
automata where three of them can be designed on the same safety principles. Safety design is 
possible to be down directly on FPGA as hardware logic avoiding some disadvantages 
coming from operation system. Theoretical representation is shown as idea to use automata 
network theory for studying deadlock situation, intrusion resistant and fail-safe properties for 
each device and for whole system.   
 
BIBLIOGRAPHY 

[1] F.Kitahara, “ATOS System for Realization for Realization of New Transport Operation Control”, 
Rail InternationalUIC, No.6, pp.14-22, 1996.  
 [2] Y.Hirano, et.al, “Development of Railway Signalin System based on Network Technology”, Proc. 
of IEEESMC, Oct.2005.  
[3] H.Sugahara, et.al, “Assurance Technologies for SingalControl System by Optical LAN”, Proc. of 
IEEE Assuranc Conference, July.2006  
[4] Jun Nishiyama et.al “A Signal Control System by Optica LAN and Design Simplification”, Proc. Of 
IEEE SMCOct.2007  
[5] R.Ishima, Y.Fukuta, M. Matsumoto, N. Shimizu, H.Soutome, M. Mori, “A New Signalling System 
for Automatic Block Signal between Stations Controlling through an IP Network”, WCRR May.2008  
[6] Jun Nishiyama, Hiroyuki Sugahara, Tetsuya Okada, Takashi Kunifuji, Yamato Fukuta and 
Masayuki Matsumoto, “A Signal Control System by Optical LAN and Design Simplification”, IEEE 
SMC Oct.2007  



VІІІ-88 

20th INTERNATIONAL  SCIENTIFIC CONFERENCE  “TRANSPORT 2011” 

[7] Takashi KUNIFUJI, Gen KOGURE, Hiroyuki SUGAHARA, Masayuki MATSUMOTO, “A Novel 
Railway Signal Control System Based on the  Internet and Assurance Technologies”, IEICE 
TRANSACTIONS Vol.E91-D,No.9,pp.-,Sep. 2008  
[8] H. Sugahara, T. Kunifuji, T. Hattori, Y. Hirano, Y. Fukuta, M. Matsumoto, “Assurance 
Technologies for Signal Control System by Optical LAN,” IEEE Assurance Conference, July.2006. 
 [9] Y. Hirano, Takashi. Kato, T. Kunifuji, T. Hattori, Tamotsu Kato, “Development of Railway 
Signalling System Based on Network Technology,” IEEE SMC, Oct.2005. 
 [10] Christian Miller, Karina Gitina, Christoph Scholl, and Bernd Becker, Bounded Model Checking  
of Incomplete Networks of Timed Automata, 11 International Workshop on Microprocessor Test and 
Verification. 2010, p.61-68. 
[11] Emad Aboelela, William Edberg, Christos Papapkonstantinou, Vivod Vokkarane Wireless Sensor 
Netwrok Based Model for Secure Railway Operation  2006 
[12] Vencislav Trifonov, Intrusion Resistant Fail-Safe Automata, ESI-2011, European Polytechnic 
University, 2011 
[13] Gerhard Griessing, Roland Mader, Christian Steger,  Design and Implementation of Safety 
Functions on Novel CPLD-based Fail-Safe System Architecture, IEEE International Conference and 
Workshop on Engineering of Computer Sysrtems p.206 2010 
[14] Jaroslav Borecky, Pavel Kubalik, Hana Kubatova, Reliable Railway Station System based on 
Regular Structure implemented in FPGA, 12th Euromicro Conference on Digital Systems 
design/Architectures , Methods and Tools 
 

 
 

СИГУРНИ АВТОМАТНИ МРЕЖИ ЗА ИЗГРАЖДАНЕ  
НА ГАРОВИ ЦЕНТРАЛИЗАЦИИ 

 
Венцислав Трифонов 

 
Главен асистент, MSc., Технически Университет - София 

БЪЛГАРИЯ 
 
 

Ключови думи: сигурни системи, крайни автомати, гарови централизации, разпределени сигурни 
системи 
Резюме: Статията представя нов подход за моделиране на гарови централизации чрез 
използване  на мрежи от автомати. Съвременните архитектури на системите за управление 
на движението в гарата се изграждат на базата на високонадеждни дублирани структури, 
най-често на основата на микропроцесорна техника. Системите се изграждат на основата 
на централизирано управление, монтирано в шкафове в специализирани помещения. Полевите 
елементи – сигнали и стрелкови обръщателни апарати се командват по многопроводни схеми, 
което многократно оскъпява цената за изграждане на една гарова централизация. Нивото на 
стандартните телекомуникационни системи днес представя многократно по-евтини кабелни 
решения. За да се реализират такива решения е необходимо да се изнесе част от 
управляващата логика и комуникационни модули в изпълнителните елементи. В доклада са 
представени идеи за създаване на теоретичен модел на разпределена система за управление 
на процеси с повишение изисквания към сигурността и безопасността. За основата на модела 
е предложено използване на асинхронна автоматна мрежа 

 
 
 

 


