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Abstract: The article designates cognitive radio systems, which rely on the simultaneous
operation of multiple signals, as the object of research. Ensuring electromagnetic compatibility
among these signals emerges as critically important. The pressing issue addressed in this
research is the necessity to reduce interchannel interference, which negatively impacts
communication quality and increases energy expenditure. Addressing this problem requires the
development of new methods to generate signal ensembles with optimized mutual correlation
parameters of pseudorandom sequences, considering the dynamic nature of radio frequency
environments.

As a result of the research, a method and algorithm were proposed and implemented,
allowing for the integrated optimization of these parameters to improve system efficiency. This
method involves the use of sequences that minimize energy interaction, thereby reducing
interchannel interference. The effectiveness of the developed method is due to its ability to
enhance signal detection and decrease noise levels through the application of advanced
algorithms, including heuristic and metaheuristic optimizers. Preliminary evaluation of the
results demonstrates an increase in interference resistance and an improvement in decoding
efficiency compared to traditional systems.

A distinctive feature of the proposed method is its flexibility and unpredictability, which
allows for the optimization of signal configurations in varied operational conditions. The
method can be applied in fields such as military radar, wireless networks, cognitive radio, and
data transmission systems, where such capabilities significantly enhance operational efficiency
and security.

INTRODUCTION
In the rapidly evolving field of telecommunications, the demand for efficient and
interference-resistant communication systems is paramount. Cognitive radio systems, which
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operate by dynamically adapting to the environment to optimize frequency usage without
interfering with licensed users, play a crucial role in modern communication. One of the
primary challenges in advancing cognitive radio technology is the mitigation of interchannel
interference, which significantly degrades communication quality and increases energy
consumption.

The dynamic nature of the radio frequency environment, with its varying signal
characteristics and interference levels, necessitates the development of sophisticated methods
for generating signal ensembles. These methods must not only minimize energy consumption
but also enhance the electromagnetic compatibility of simultaneous signals. Traditional
methods often fall short in effectively handling the complexities of modern cognitive radio
systems, leading to inefficient frequency distribution and reduced system performance.

This article focuses on developing and implementing innovative methods for generating
ensembles of complex signals with optimized mutual correlation parameters of pseudorandom
sequences. These methods aim to reduce interchannel interference and improve the overall
efficiency of cognitive radio systems. By integrating advanced algorithms, including heuristic
and metaheuristic optimizers, the proposed methods enhance signal detection capabilities and
reduce noise levels, thereby significantly improving the robustness and reliability of
communication systems.

THE MAIN PART

In the architecture of cognitive radio systems, which are engineered to manage multiple
signals simultaneously, ensuring electromagnetic compatibility of these signals emerges as a
paramount concern. The challenge is further intensified by the high peak values of the side
lobes in mutual correlation functions, which are intrinsic to complex signal configurations.
These peaks can escalate interchannel interference, detrimentally impacting communication
quality, escalating energy expenditures, and leading to suboptimal distribution of radio
frequencies.

Such exacerbation in interference levels calls for the development of novel signal
ensemble generation methodologies. Traditional approaches often prove inadequate in
addressing the intricacies associated with modern cognitive radio systems. This inadequacy is
primarily due to their failure to adapt to the dynamic spectral environments, leading to
inefficient frequency allocation and diminished system performance. Therefore, the evolution
of cognitive radio architecture demands innovative solutions that can mitigate these challenges
and enhance overall system efficiency. [1].

The development and implementation of a comprehensive method for generating
ensembles of complex signals with optimized mutual correlation parameters of pseudorandom
sequences enhances the overall efficiency of cognitive radio systems. This integrated method
involves the use of sequences that ensure minimal energy interaction, thereby reducing the level
of interchannel interference (Fig. 1).

The method is implemented using linear, nonlinear, and recursive pseudorandom
sequences, which ensures high signal coding efficiency, enhancing immunity to interference,
including interchannel interference, thereby reducing the likelihood of false identification at the
receiver. [2,3].

Based on the diagram, the process is structured into three main stages, reflecting a
systematic approach to optimizing the signal generation (Fig. 1).
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First Stage. Initialization and selection of an assembly formation method from a pool
of energy-efficient interactions. This stage ensures that the foundational sequences possess
minimal mutual correlation, suitable for pulse sequence synthesis with minimized side lobes
and correlation dependency.

Substantiated research into the properties of pseudorandom sequences can be
conducted through analytical reviews and computer modeling to determine the optimal
parameters of sequences that minimize energy interaction. Furthermore, the development of
mechanisms to adapt the selection of sequences to changes in the radio frequency environment
is essential. This adaptation will enhance the effectiveness of real-time communication.

Continuing from the first stage of the process where the initialization and selection of
an assembly formation method ensure minimal mutual correlation, the next step involves a
deeper analysis and refinement of these sequences. By utilizing sophisticated computer
modeling techniques, researchers can explore the intricate behaviors of these sequences under
various conditions, ensuring that the sequences not only meet the initial criteria of minimized
side lobes and correlation dependency but are also robust against dynamic spectral changes.
This proactive adaptation mechanism supports the cognitive radio systems' ability to perform
reliably in diverse and fluctuating environments, thereby enhancing overall communication
efficiency and system resilience.

Second Stage. New assemblies are developed at regular time intervals based on the
effectiveness of mutual correlation values, ensuring that each new assembly meets or exceeds
the required interference reduction standards. This is critical for maintaining system
performance under varying channel conditions.

At the second stage of the method, the refined sequences of complex signal ensembles
are divided into equal time intervals. [4,5]. Based on these intervals, through exhaustive search,
new ensembles of sequences are formed with a low level of correlation dependence, ensuring a
specified level of interchannel interference. As a result, the obtained ensembles of complex
signals exhibit low values of maximum amplitudes of side lobes in the correlation functions,
which provides high interference resistance, a high probability of signal detection in conditions
of interchannel interference, and a sufficiently uniform distribution, thereby ensuring high
decoding efficiency.

Optimization at this stage of the algorithm is possible through the use of heuristic
methods, including genetic algorithms or metaheuristic optimizers, to select the optimal time
intervals and structure of the ensembles. Additionally, it is necessary to analyze the impact of
the electromagnetic environment by assessing how external interference and noise levels affect
the signal ensembles and how this can be minimized.

Third Stage. The process involves a synchronous permutation of sequences and the
formation of new sequences, which are assessed for their mutual correlation to ensure
compliance with the minimal side lobe criteria. This cyclic optimization helps in fine-tuning
the ensemble properties to match the dynamic environmental conditions more accurately.

At the third stage of the method, sequences that have been enhanced through the
approach described earlier—namely, sequences with minimal energy interaction and low levels
of interchannel interference—are again segmented into equal time intervals, which differ from
the previous step. The time intervals of all sequences are rearranged synchronously to form new
sequences. In this process, it is mandatory to meet the requirement for mutual correlation,
meaning the new sequences must exhibit low levels of peak side lobe values in the mutual
correlation functions.

This reconfiguration step is critical as it ensures that the optimized sequences do not
revert to states that could potentially increase correlation errors or lead to signal overlap, which
could compromise system efficiency and accuracy. By systematically rearranging the
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sequences within new time intervals, the method promotes the continuous dynamic adaptation
of the signal ensemble. This dynamic adaptation is crucial for maintaining system robustness
in fluctuating electromagnetic environments and for enhancing the cognitive radio's ability to
handle diverse operational scenarios. Moreover, this stage of the process leverages advanced
signal processing techniques to further refine the signal structure, thus minimizing potential
interference and maximizing the overall reliability and throughput of the communication
system. These strategic adjustments are aligned with the principles of modern digital signal
processing, which emphasize the importance of adaptive methodologies in managing complex
signal environments effectively.

The effective management of these stages, supported by the algorithm's structured
approach, ensures the adaptability and scalability of the cognitive radio systems, making them
robust against environmental changes and capable of reducing potential misidentification risks
significantly.

Let us consider in more detail the algorithmic approach of the initial stage of the
integrated method of generating ensembles of complex signals with minimal energy correlation
based on pseudorandom sequences. The growing needs in modern telecommunication systems,
particularly the necessity for multiple access by subscribers, necessitate the development of
advanced methods for synthesizing ensembles of coded signals. These methods are not only
required to reduce the energy impact between channels but also to expand the volume of
complex signals while simultaneously improving their mutual correlation properties [6,7].

Traditional approaches to distributing user signals, such as frequency division or time
division, although widely used in practice, face limitations due to the constrained frequency-
time resources. These methods do not allow for the creation of large-scale signal ensembles
without significantly increasing the level of interchannel interference, adversely affecting the
overall effectiveness of the data transmission systems. [2,3].

An alternative approach involves the use of high-resolution antennas. Although this
approach provides spatial selection of signals, it is not without drawbacks. Such technical
solutions can be complex in manufacturing, deployment, and operation, and may not always be
effective in the context of developing cognitive radio networks, which require a high degree of
availability and flexibility [8].

Given these limitations, there is a compelling need to implement new methods for
forming signal code ensembles, specifically—a method based on the formation of code
ensembles using random/pseudorandom signals with low levels of energy interference.

The aim of the method is to create diverse signal configurations to enhance their
correlation properties and to increase the volume of complex signal ensembles while
simultaneously improving their mutual correlation characteristics. This method serves as an
alternative to frequency division, time division, and spatial selection of signals, which are often
limited by frequency-time resources or the complexity of antenna systems. It is based on the
use of complex signal code ensembles with sequences optimized for minimizing interchannel
interference. [6,7].

Furthermore, this approach reduces the predictability and enhances the security of the
signals from unauthorized interference or interception. It is founded on the generation of
random or pseudorandom numerical sequences used to initiate intervals between signals in the
ensemble. These sequences form the basis for creating an unpredictable signal structure, thereby
increasing their effectiveness in various applications.

By leveraging the properties of pseudorandom sequences, this method effectively
harnesses stochastic properties to ensure that each signal within the ensemble maintains a
unique pattern. This uniqueness significantly reduces the probability of signal collision and
interference, thereby enhancing the robustness and reliability of communication in densely
populated signal environments. Moreover, the ability to dynamically adapt the intervals based
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on real-time environmental and operational conditions allows cognitive radio systems to
maintain optimal performance even under varying electromagnetic conditions. This
adaptability is crucial for systems operating in dynamic and unpredictable environments,
making the proposed method particularly valuable for next-generation telecommunication
networks.

Key advantages of the method.

1. Diversity and unpredictability. Utilizing random or pseudorandom sequences
generates a vast array of unique signal configurations. This high level of diversity complicates
the ability of unauthorized entities to analyze or intercept these signals. From a cryptographic
perspective, the unpredictability inherent in these sequences makes them ideal for securing
communications in environments susceptible to eavesdropping and signal jamming, enhancing
the cryptographic strength of the system.

2. Flexibility. The method enables the flexible customization of ensemble parameters
to suit specific operational needs by altering sequence lengths, the number of pulses, or the
intervals between them. This adaptability is crucial for systems requiring dynamic response
capabilities, such as adaptive communication systems in fluctuating environments, where
conditions such as signal congestion or interference levels may vary significantly.

3. Improvement of correlation properties. The non-periodicity and unpredictability in
the timing of the intervals improve the autocorrelation and cross-correlation properties of the
signals. This enhancement reduces the likelihood of correlation peaks that could lead to
predictable patterns, thereby minimizing the error rates in signal transmission. Improved
correlation properties are critical in applications requiring high signal clarity and precision, such
as satellite communications and deep-space data transmissions.

4. Broad industry applications. The method is applicable across various sectors,
including military radar systems, where robust and secure communication is critical; wireless
networks that benefit from efficient frequency use; cognitive radio systems that adapt to
changing environmental conditions; and data transmission systems where large volumes of data
require reliable and secure handling.

Characteristics of random/pseudorandom sequence methods.

1. Length of sequences. This determines the number of pulses and their timing within
the transmission window. The sequence length impacts the bandwidth and the power spectrum
of the signal, influencing both the coverage range and the resolution of the communication
system.

2. Intervals between impulses. These vary based on the sequences generated,
contributing to the ensemble’s diversity. By adjusting these intervals, systems can better manage
the spectral spacing between signals, optimizing the use of available bandwidth and reducing
the likelihood of signal overlap and interference.

3. Correlation properties. These depend on the selection of sequences and the methods
of their permutation. Effective management of correlation properties ensures that the signal
ensemble can achieve minimal cross-correlation, which is crucial for reducing system noise and
enhancing signal integrity.

The generalized algorithm for forming complex ensembles of coded signals through
the use of pseudorandom sequences with minimal energy overlap is depicted in Fig. 2. This
algorithm includes steps for optimizing the energy efficiency of signal interactions, which is
fundamental in reducing power consumption and extending the operational lifetime of battery-
powered devices such as mobile phones and remote sensors. This strategy is particularly
beneficial in dense network environments like urban areas, where energy efficiency and
interference management are paramount.
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By integrating these principles, the method not only supports robust and secure
communication but also aligns with contemporary needs for sustainable and efficient

telecommunications infrastructure.
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Fig. 2 — Generalized algorithm of the method of synthesis of ensembles of code signals with minimal
energy overlap

The step-by-step generalized algorithm for the practical implementation of the method
of synthesis of code signal ensembles contains the following stages.

1. Parameter Initialization: Set the number of sequences N, the duration of pulses z,
the total length of the sequence 7; and the minimum spacing between pulses Qumin. This step is
crucial for defining the structural framework of the signal ensemble, ensuring that all sequences
are generated within defined spectral and temporal limits, which aids in maintaining system
integrity and preventing signal overlap.

2. Generation of Pseudorandom Sequences. Generate pseudorandom sequences to
determine the intervals between pulses. The use of pseudorandom sequences is integral for
creating irregular, non-repetitive patterns that enhance security and complexity, making the
signals less susceptible to interception and analysis.

3. Formation of Initial Signal Ensembles: Form initial ensembles based on the
generated sequences. This step involves the actual assembly of the signal structures that will be
tested for performance and interference levels, providing a base configuration for further
optimization.
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4. Determination of the Mutual Correlation Function (MCF). Analyze the correlation
profile of the signals to assess how well the components of the ensemble interact. This analysis
is critical for identifying undesirable correlations that could lead to interference and reduced
clarity in signal transmission.

2-5. Optimization of the Ensemble. Optimize the ensemble to achieve minimal
correlation among its components by removing or replacing elements that do not meet the
condition. This optimization process is pivotal in refining the signal ensemble to ensure that it
meets the required specifications for minimal interference and optimal performance.

5. Final Formation of the Signal Ensemble. Once satisfactory correlation properties
are achieved, finalize the ensemble of signals. This step solidifies the ensemble configuration
that will be deployed in operational settings, ensuring that the ensemble is robust, efficient, and
capable of functioning in diverse environmental conditions.

Steps 2-5 are repeated until the correlation properties meet the desired standards,
ensuring that the ensemble is continually refined to adapt to new findings and improvements
during the optimization process.

The use of advanced optimization algorithms, such as genetic algorithms or simulated
annealing, in Step 5 enhances the ability to find globally optimal solutions that might not be
evident through standard analytical methods. These algorithms are particularly effective in
large, complex systems where multiple parameters and constraints must be balanced.

To form ensembles of complex signals with minimal energy interference, various
types of sequences such as linear, nonlinear, and recursive can be utilized [2,8].

1. Linear Sequences. These are generated using linear recursive generators. The
principal idea is that each subsequent element of the sequence is computed as a linear
combination of the previous elements. The general formula for such a sequence is depicted as:

x,=(a,-x,_ +a, x_,+..a,-x,_, )modM (1)

where x, — is the nth element of the sequence, a: a2 ax— are the coefficients, M — is the
modulus, & — is the order of the sequence.

This type of sequence is particularly valued for its predictability and regularity, which
are advantageous in environments where signal interference needs to be carefully managed to
avoid cross-talk and ensure clear communication channels.

2. Nonlinear Sequences. These are generated using nonlinear functions, such as those
based on chaotic systems. This allows for the creation of signals with diverse and complex
characteristics, such as nonlinearity, randomness, and chaotic behavior. Nonlinear sequences
are beneficial in scenarios where enhanced security and robustness against pattern recognition
and signal interception are required, making them suitable for secure communication
applications.

3. Recursive Sequences. These sequences are generated using recursive relations,
where each subsequent element is determined through one or more previous elements according
to a set of rules. They are similar to linear sequences but their formula is more complex and
contains nonlinear components. Recursive sequences are used to create sequences with minimal
energy interference, as they can be designed to optimize phase cancellation and reduce the
power of unwanted spectral components.

Table 1 would typically include examples and classifications of these sequences to
provide a clearer understanding of their applications and effectiveness in different settings.
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Tablel - Exam

les of the most common sequences

Linear Sequences

Nonlinear Sequences

Recursive Sequences

M-Sequences

Galois Sequences

Sequences with Unique Bit
Density

Gold Sequences

Hammer-Wu Sequences

Linear Recursive Sequences

Kasami Sequences

Mac-Climent Sequences

Fibonacci Sequences

Pseudorandom Noise

Sequences with Balanced

Sequences with Nonlinear

Recursive Relations
Recursive Sequences with
Complex Properties
Halton Sequences

Sequences
Barker Sequences

Properties
de Bruijn Sequences

Lempel-Ziv Sequences
Sequences Based on
Nonlinear Recursive
Relations

Nonlinear Random Sequences
Sequences Based on Elliptic
Curves

The choice of sequence type impacts the spectral efficiency and the ability to handle
multipath and fading effects in wireless communication. For example, linear and recursive
sequences are generally easier to implement and analyze mathematically, making them suitable
for systems where simplicity and reliability are crucial. On the other hand, nonlinear sequences,
with their inherent complexity, offer advantages in security and noise resistance, making them
ideal for military and financial communication systems where privacy and data integrity are
paramount.

By strategically selecting the type of sequence and tailoring the sequence parameters
to the specific needs of the communication environment, engineers can significantly enhance
the performance and reliability of modern telecommunication systems. This methodological
flexibility is essential for adapting to the rapidly evolving technology landscape and meeting
the increasing demands for higher data rates and more reliable connections in congested
networks.

In the formation of complex signals, nonlinear and recursive methods are most commonly
used due to their high entropy and unpredictability, which provide enhanced security and
resistance to interference in smart radio systems and cryptography. These attributes are crucial
for maintaining the integrity and confidentiality of communications in environments prone to
eavesdropping and signal jamming.

The initial step in the method of forming ensembles of complex signals with minimal
energy interference is the procedure of decomposing code sequences into time intervals. This
decomposition serves as the foundation for creating primary signal structures, which then
undergo an optimization process in subsequent stages. This optimization includes the
permutation of sequences, assessment of correlation properties, and correction aimed at
achieving optimal characteristics.

Nonlinear and recursive methods are favored in advanced signal processing due to their
ability to generate sequences that are less predictable and more complex than those produced
by linear methods. This complexity is derived from the inherent mathematical properties of the
sequences which include chaotic behavior and deep structural recursion, making the sequences
difficult to predict or replicate without detailed knowledge of the initial conditions and
generating algorithms.

The decomposition of sequences into time intervals is a critical process that helps in
isolating and identifying unique signal characteristics that can be fine-tuned for specific
applications. By segmenting the sequences, engineers can apply targeted adjustments to
enhance certain features of the signal, such as its spectral efficiency or its robustness against
noise and interference.
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During the optimization phase, permutation techniques are employed to rearrange the
sequence elements in a way that minimizes the correlation between them, effectively spreading
the energy of the signal across a wider spectrum and reducing the likelihood of interference
peaks. This step is essential for systems where signal clarity and precision are paramount, such
as in satellite communications and deep-space telemetry.

Evaluating and correcting the correlation properties ensures that the ensemble not only
meets the technical requirements for transmission but also adheres to security standards
necessary for encrypted communications. By continuously refining these properties, the method
supports the creation of highly efficient and secure signal ensembles suitable for high-stakes
applications in military, finance, and government communications.

CONCLUSIONS

The development and implementation of the integrated method for generating ensembles of
complex signals with minimized energy correlation, as described in this article, marks a
significant advancement in cognitive radio technology. By leveraging pseudorandom sequences
to optimize the mutual correlation parameters, this method effectively mitigates interchannel
interference, enhancing the efficiency and reliability of communication systems. The use of
advanced algorithms, including heuristic and metaheuristic optimizers, further refines the
signal's resistance to noise and external disturbances, ensuring robust operational performance
across various communication environments. The adaptability and scalability of this approach
provide a substantial improvement over traditional frequency allocation methods, making it an
invaluable asset in the continual evolution of telecommunication systems.
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Pezrome: Obexm na uzcnedsane 8 00K1A0A €A KOCHUMUBHUME PAOUOCUCTNEMU, KOUMO
pazuumam Ha eOHOBPeMeHHama paboma Ha MHOACECMBO cueHanu. Bascen npobrem 6 msx e
OCUSYPABAHEMO HA eNeKMPOMASHUMHA CbEMECTNUMOCT U HAMAJIA8AHE HA MENCOVKAHAHUME
CMYWeEHUs, KOUMO 6GIUAM OMPUYAMETHO 6bpPXY Kauyecmeomo HA KOMYHUKAYusma u
yeenuyasam pazxooa Ha enepeus. Pewasanemo na mo3u npobaem uzuckea papabomeare Ha
HOBU MemoOu 34 2eHepupane HA AHCamMOIU OMm CUCHAMU C ONMUMUSUPAHU napamempu Ha
83AUMHA KOpeayus Ha NCegO0CIyYalHUme nocie008ameaHoCmil.

B pesyrimam ma uscrnedsanemo ca npeonodceHu u 6HeOpeHu Memoo U ancopumvMm,
N03601A6AWU UHMESPUPAHAMA ONMUMU3AYUS HA Me3u napamempu 3a nooobpseamne Ha
epexmusnocmma  nHa  cucmemama. Tosu  memoOd  GKIIOUEA  U3NON3BAHEMO  HA
nocne008amerHOCmuy, KOUmo MUHUMUSUPAM eHepeUHOmO 83aumooelicmsue, Kamo no mo3u
HAYUH HAMATIA8AM MeNCOYKaHanHume cmyujenus. E¢pexmusnocmma na paspabomerus memoo
ce ObadMCU HA CNOCOOHOCMMA MYy 0a NOO0OPABA OMKPUBAHEMO HA CUCHAIU U 04 HAMANA8A
HUBAMA HA WIYM 4Ype3 NpulacaHe HA YCb8bPUICHCBAHU ANCOPUMMU, BKIIOUUMETHO
espucmuyHu U Memaespucmuunu onmumusamopu. Ilpedeapumennama oyenka Ha
pesyrmamume NOKA36a NOGUMUABAHE HA YCMOUYUBOCIMA KbM CMYWeEHUs U No0oOpeHue Ha
epekmusHoCcmma Ha 0ekooupame 8 CpagHeHue ¢ MpaoUyUOHHUME CUCEMU.

Omauuumenna vepma HA NPeONONCeHUs MemoOd e He208amad 2b8KAGOCm U
HenpeoCcKazyemMocm, Koemo Nno3801164 ONMUMUUPAHe HA KOHQuUeypayuume HA CUSHALA 8
pasauunu pabomuu ycnosus. Memoowvm modice d0a ce npunaza 6 o61acmu Kamo 80eHHO 0eJo,
Oe3o1cuyHU Mpexcy, KOCHUMUBHO paouo U cucmemu 3a npeoasane Ha OaHHU, KbOemo maxKued
Bb3MOINCHOCMU 3HAYUMENHO NOGULUABANM ONEePAMUSHAMA ePEeKMUBHOCT U CUSYPHOCHL.
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