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Abstract: Networking of computers and devices, the emergence of the Internet create
new changes in the way of doing business. It can be said that the current electronic business
in relation to traditional ways of direct communication has its advantages and disadvantages.
Unwanted flaws include attacks from malicious individuals who may have different interests.
This paper analyzes the types of attacks that can affect all digital processes in railway traffic.
The model presented in this paper is based on the activities of IKOM (input, control, output,
mechanism) components. The activity of the innovative model process includes Input, i.e.
input data provided by all networked devices. Based on the input data, a large number of
other predetermined related processes are launched. The conversion mechanism determines
and at the same time enables the access and delivery of the service in the process of
exchanging incoming and outgoing messages. Control as part of the activity determines the
flow of the process with variables related to conditions, capacity and service availability,
security requirements. The end result of the activity process includes Output through the
delivery of the requested protected activity without any unwanted events. The service
capability is defined by the core through which the digital data provided by the networked
devices in the electronic business system of the railway company, mechanisms for accessing
and delivering a specific process, devices responsible for delivery enter , security
requirements and other parameters. All processes and service parameters are directly
connected to block chain technology. Application of block chain technology is the most secure
protection model today. The innovative safety model includes a description of the need to
apply safety mechanisms for the implementation of all processes in the railway company.

INTRODUCTION

The application of innovative electronic business technologies provides new ways of
exchanging information between interested parties in everyday activities [1][2]. It is basically
the application of computers and telecommunication channels for the exchange of
information. The main purpose of computer systems is the collection, processing, storage of
data, as well as safe storage. The development of computer systems leads to the need for
networking and mutual sharing of data and information. In the world of science, new
technical-technological improvements in computer systems are being developed every day
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(e.g. electronic business, 5G and the announcement of 6G networks, artificial intelligence, the
Internet of intelligent devices, expert systems, machine learning, etc.). The interested state and
private sector, in order to improve daily activities, sees a chance to improve the current
operational work through the application of existing and innovative solutions. In essence, the
basis is the interconnection and exchange of data and information between interested parties
in a protected and secure manner [3][4][5][6]. Any failure or delay in the implementation of
the above solutions can interrupt the started activities and delay further work. In order to
avoid work failures, protection measures must be applied in computer systems, as well as the
improvement of existing mechanisms.

POTENTIAL ATTACK

The basic role of computer systems includes providing information for viewing,
processing, storage and transmission. It implies the usual flow of information between
interconnected devices in one computer system (eg computer memory with a camera or
printer) or between multiple computers that are physically and spatially distant [7][8]. Normal
flow of information when the protection system of computer systems is not compromised and
resource sharing is enabled.

In addition to the mentioned usual flow of information, there may be an attack on the
availability of the system where there is an interruption in communication. The easiest form of
attack can be the interruption of a communication line, damage to a hardware component,
obsolescence of a software program, etc.

Attacks related to integrity (content) involve modifying the message. Then there is a
change in the content of the message, which can be a notification, information or even an
order. In any case, the recipient of the message does not receive the original message, but a
modified one, where the essence of the message and its meaning are changed. Changing
information in the form of a message (e-mail, electronic invoice, electronic bill of lading in
traffic, electronic purchase order, etc.) can be one of the attacks.

The next type of attack involves learning about the content of the information being
transmitted, its secrecy and confidentiality. In this way, an unauthorized person who does not
have the right of access, intercepted, gets access to the content of the information. With the
help of appropriate software and programs, a third party in the attack can illegally copy the
transmitted information. In this case, the requester or the final destination receives the
information unchanged, but also without knowing that the attacker also received the same
information. Based on the information obtained through interception, an unauthorized person
can use it for his own needs.

The next type of attack refers to information fabrication, where an unauthorized person
creates fake messages within a possible information stream. An example can be identity theft
of a specific person and impersonation by sending messages containing wrong information or
modifying some messages in the communication of interested parties.

Security measures for the protection of computer systems consist of a set of rules that
define a general protection policy. A preventive countermeasure is the application of all
available protection mechanisms that can be part of the operating system, to work
independently of the user and to provide timely notifications about the state of the computer
system itself. Then providing control of access to the computer system, applications and data
related to any user who can be a potential initiator of infecting the computer or damaging
certain files. The next step involves user training, which includes analyzing potential attacks
(redirecting, intercepting, fabricating or modifying messages) and taking certain security
measures to protect and remove malicious programs. In addition to preventive measures,
technical mechanisms can also be used for [9].
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* Detection: it is necessary to detect and determine the existence of a malicious
program in the computer system;

* Identification: after detection, it is necessary to identify the specific malicious
program that infected the computer system and

* Removal: detection and identification of a malicious program creates a prerequisite
for its removal from infected computer systems and prevention of further spread.

RELATED RESEARCH

The Internet plays an increasingly important role in personal and business activities. In
addition, with the advent of real-time applications, sensitive to potential malicious attacks [10].

In this paper, we present a defined network architecture as a new approach that enables
key features such as communication in networks. RDNA explores the programmability of the
residue number system as a fundamental concept for defining a minimalistic forwarding model
for core nodes. Instead of forwarding packets based on classic table lookup operations, core
nodes are tableless switches that forward packets using only the rest of the division operations
[11].

This paper investigates system integrity protections and proposes a constrained
communication delay model. To be precise, it can be divided into wide area protection and
substation protection. In the first case, data buffering of phasor data concentrators and
automatic protection switching of synchronous optical network/synchronous digital hierarchy
are used to limit the delay of regional and backbone networks, respectively; then the
communication delay is modeled as bounded, instead of average or stochastic in the literature.
For the latter, network calculus theory is used to limit the delay in switched Ethernet networks,
and the communication delay is modeled as bounded. In practice, one should preprogram the
time delay of the protective relays and expect the communication delay to be predictable or
predetermined [12].

In an unreliable Internet environment, there is a large amount of data that is vulnerable
to various attacks, and for users, an important security problem is how to protect their privacy
and additionally ensure anonymity. Each user has different privacy requirements for
anonymous communication. However, anonymous communication methods cannot meet the
diverse needs of anonymous users. This is why anonymous user communication on demand is
proposed, which can dynamically adjust the level of anonymity according to the user's
anonymity needs. However, the defense capabilities against the attack are insufficient in the
existing anonymous on-demand user communication. Some malicious users in the network use
anonymous communication to hide their identity and attack the Internet [13].

Today's power utilities around the world own multiple substations that are connected
together to form a complex power grid. This automation results in efficient operation and
improved protection of the power grid with the help of the communication system. The
implementation of protection schemes modeled wusing standardized communication
configurations for information exchange will lead to a digital power grid [14].

The communication network plays a key role in next-generation micro grid protection
schemes. Therefore, communication costs and reliability are some of the key factors to
consider before implementing a micro grid protection scheme. The concept of a hybrid micro-
grid protection system is presented, which implements a traditional differential protection
scheme together with an adaptive micro-grid protection scheme. The joint application of these
two schemes has the potential to increase the accuracy and precision of the overall protection
scheme, while simultaneously reducing the overall communication cost [15].
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SECURITY MODEL

An innovative security model of all digital processes based on hardware and software
components and the Internet is presented in figure 1. The service contains an interaction field
and a core where all transactions from any process are registered. The activities that occur in
the system include A=<p,a,m,t> where (A) represents the request for service information, (p)
represents and determines the type of information, (a) determines the identification of the
activity, (m) represents the protocol that refers to the blockchain and (t) represents time
periods that can be: a moment before a certain time, as soon as possible, at a certain time or a
moment in time that repeats periodically.

The subset As represents a cooperation transaction patterns as interaction field ability,
subset C represents the participants in the interaction (service resources) (As ={cs,Is,Ps}), Ps
represents a component that explicitly bounds to the role of R and uses a set of interactions e-
processes P*.

Actvity 2
A=<p.am.t— Activity 3
] z A=<p.am.t=

Activity 4
A=<=p.am.t=

—
\\ = = - <
iblllt\f .’_,-' "“-.__\ Ability
p As ={c,r P} | /- - “ As ={c.rs P:}

/ l Block chajn ,,' ]b\

/ T 5 \

Activity 9
A=<p.am,t—

Core

Interaction field

Activity 8 -
A=<p.am.t= o o
‘ Activity 7 Activity 6
A=<p.am.1> A=<p.am.t>
Figure 1: Ability of innovative security service
CONCLUSION

A special need for protection was observed through the networking of computers, a
large number of devices in the railway company. The application of technologies and
protection mechanisms so far has shown that there is no absolute security in computer systems,
but all interested parties (designers, manufacturers, administrators) make efforts to raise safety
and security to the highest possible level. This approach to increasing security in computer
systems implies the constant development of new mechanisms and the improvement of
existing ones in solving current and potential problems. Basically, due to the malicious attacks
of an unknown user, the protection of the operating system can be realized in the following
way by applying block chain technology. The ability of the service regulates all processes,
their flow exclusively through the core of the service where maximum security is ensured.
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