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Abstract: For the computers and microprocessors, working in a real time
environment, like railway systems, the most important characteristics are the reliability and
safety. In the paper the reliability characteristics of some of the widely used microprocessors
and microcomputers are given. Since their safety and reliability values are not high enough
for application in the safety critical systems, like railway control systems, a redundancy
method using logical circuits is applied. As result a significant improvement of safety is
reached and in some extent – improvement in reliability. The block diagram of the
redundancy method using logical IC is shown. In the paper concrete applications of
microcomputers in the railway systems are suggested, corresponding to their reliability and
safety characteristics.
For the computers and embedded systems, working in a real time environment, the
most important characteristic is their dependability. The notion of dependability is broken
down into six fundamental properties [1]:
(1) reliability;
(2) availability;
(3) safety;
(4) confidentiality;
(5) integrity;
(6) maintainability.
The most important theoretical characteristic between (1) and (6) is reliability. In words
reliability can be described with the probability P of an item operating for a given amount of
time t without failure. The probability that the system or the component will work without
failure for a time  , less than the argument t is:
(1)

q (t) = P(  < t)

Exponential distribution is widely used for investigation of reliability in the technical
and electronic fields - software and hardware. The analytical description of this distribution is:
- t
-t/m
(2)
f(t)=  .e  = (1/m).e , t  0,  >0, m>0 ,
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where: λ is constant failure rate, in failures per unit of measurement, e.g failures per hour, per
cycle, etc.; λ= 1/m, where m = mean time between failures. Obviously, as t   , f(t)  0.
Graphically this distribution is shown in the Fig.1.
When  is constant can be proven that q(t)  t.  :taking into account that:
x
x
(3)
e =1+ + . . .
1!
t
t
- t
(4)
q(t)=  f ( t )dt =  .exp(- t)dt =1- e   1- (1-  t)   t,
0

0

As a result he cumulative distribution function of failures q(t) is approximately:
(5)
q(t)  t. 
Fig.1. Exponential distribution
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This is the reason why the requirement for safety in the railway systems and aviation
are given with  [1/h].
The reliability characteristics [2] of some of the most popular microprocessors an memory
chips are shown in Table 1.
Table 1. Failure rates of IC and microprocessors

λ [10-9 failure/hour]

Type of IC

Function

74LS00

4 elements
“NO AND”

2764

EPROM

9400

8085

8 bit
microprocessor

190

8086

16 bit
microprocessor

990
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In paper [3] the dependability assessment of three cores, a PIC and an 8051
microcontroller, representative of microcontrollers commonly used in embedded applications
were investigated, applying fault emulation. They present a Reduced and Complex Instruction
Set Computer architecture, respectively. The third core is a custom design of a specificpurpose DSP(digital signal processor)-like architecture. The results are shown for different
types of faults. For flip/flop faults Mean-Time-To-Failure (MTTF) is: DSP = 1/1105λ,
PIC=1/721λ, 8051=1/641λ , where λ is the standard failure rate λ=10-11 [faults/hour] for flipflops (FFs). Obviously the flip/flop faults can not give the total estimation of reliability.
According to the experimental emulation data 8051 core presents the lowest failure rate
(22.98%) and thus it could be a suitable candidate for its integration in a highly available
system. However, when dealing with the system’s safety, the PIC core presents the lowest
probability of reaching an unsafe state (71.9%).
The data shown in Table 1 means that reliability (and as consequence safety) of the
microprocessors and microcontrollers are not high enough for safety critical applications.
That’s why the well known [4], [5] redundancy method, applying for the first time logical
circuits is suggested in [6]. This results is increase of reliability and especially safety of the
embedded microcontrollers. The redundancy model is shown in Fig. 2.
Fig.2.Control system configuration with
redundancy 2 of 3
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where x1 . . xn are input signals to the 3 identical microcomputers and logical circuits L.C.
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In [6] probability analysis is performed on the bases that erroneous logical “1” is
dangerous and concerns safety, while erroneous logical “0” reduces only reliability. The
obtained results are:
(6)
QDAN  3(0.5QLC )2 +0.5Q08
for the probability of dangerous failure QDAN and
(7)
QREL  3(QLC )2 + Q52 + Q08
for the probability of any failure QREL (dangerous and non dangerous).
For the case of dangerous failures (6) it is obvious that it depends mainly on the
probability of failure of IC 7408, which is approximately the same as that of 74LS00 , λ [10-8
failure/hour], because QLC is to the power of 2. This means that if microprocessors 8085 or
8086 are applied, the probability of dangerous failures will be reduced 38 times (8085) and
198 times (8086) if the redundancy method is applied.
It can be expected that the obtained probability QREL of any failure (7) will be in most
cases less then the probability of failure of the logical circuit QLC (or microprocessor),
because QREL depend mainly on the reliability of relatively simple IC- 7452, 7408.
The conclusion is that the suggested method of redundancy reduces significantly the
probability of dangerous failures QDAN and in most cases the probability of any failure QREL.
The redundancy methods with different majorities are widely used in the railway
signalling systems like electronic interlocking systems for stations, block systems, automatic
train protection systems (for instance European Train Control System – ETCS), etc.
Above mentioned redundancy method can be used also in different types of railway
signalling equipment, as follows:
1. Signals. Railway signals are the combination of different coloured lamps. These
lamps are divided in two types:
- Vital – all permissive signal lamps and
- Non vital – all stop signal lamps.
Majority method can be used for controlling of the vital lamps. For them the required
value of λ is 10-9. For increasing of the safety, the switching of the lamps can be separated for
each of the power supply poles.
2. Point machines. In this case the required value of λ is 10-9. The majority method
can be used for monitoring of the point position and also for the control part of the point
equipment. By reason of high amperage of the machine currents, the relays shall be used for
the switching equipment of the point machines.
3. Level Crossing Safety Installations (LCSI). The required value of λ is 10-8 . LCSI
can be separated in two main types:
- For station level crossings – in this case the control of the LCSI is from the
corresponding interlocking system;
- For open line level crossings – in this case the control of the LCSI is executed from
the LCSI equipment.
LCSI controls signals and half barriers if they are available. For the level crossing
signals, the same methods like the vital signals (case 1 above) can be used and for the barriers
the same methods like the point machines can be used.
4. SCADA systems. They are:
- For traffic control with required value of λ= 10-9;
- For control of the power substations with required value of λ= 10-8.
In common, for these systems the safety requirements are less strict then other
signalling systems, but in some cases the redundancy method can be used too.
When microprocessors or microcomputers are applied the redundancy method
described in this paper have to be used, because their values of λ are less then 10-8. When the
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required value of λ is 10-9, than logical IC 74LS00 with increased reliability or special safety
relay should be used to fulfil this requirement.
For instance in some traffic control systems, the vital commands are used and
redundancy methods can be used for these cases.
The conclusion is that the suggested in the paper method of redundancy reduces
significantly the probability of dangerous failures and in most cases the probability of any
failure.
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системи
Резюме: Използването на микропроцесорни и микрокомпютърни системи в
областта на железопътната осигурителна техника, изисква осигуряване на висока
степен на надеждност и безопасност на тези системи. В доклада са разгледани
методите с използване на излишък, за осъществяване на изискванията за надеждност
и безопасност, както и тяхното приложение в железопътните осигурителни
системи. Предложени са някои конкретни приложения на микрокомпютри за
железопътни осигурителни системи.
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