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Abstract: The number of applications with higher SIL (Safety Integrity Level) for
which is necessary to provide evidence of safety not only for hardware parts and software
parts but also for the communication system is growing. The authors are in this papers
dealing with the issue of safety-related communication and types of failures that may occur
during transmission of safety-related messages. We focused on the requirements for the safety
code according to standard EN 50159 with special attention to the cyclic code on the CRC
principle. According to requirements of the standard it is necessary to demonstrate that
transmission via real communication channel with safety code meets the required safety
integrity level. Modeling has a significant role in this process, by mean of which, in particular
for the case of time simulations of safety transmission is necessary to obtain parameters
necessary for safety analysis. The main part is describing models of transmission system with
cyclic redundancy in software tool Matlab with the support of Simulink to provide data for
safety analyses and for the determination of the intensity of dangerous failure caused by the
electromagnetic interference.

INTRODUCTION

If the safety-related electronic system transfers information between different entities
then the communication system is also part of a safety-related system and must be
demonstrated that the transfer between end terminals is safe and in compliance with standard
EN 50159 [1]. Safety-related communication system performs and fulfils safety functions
with defined level of safety. Such a system includes a safety-related communication layer
which contains all necessary mechanisms to ensure safety-related transfer of data [2].
Selection and use of a safety code and other recommended techniques depends on whether is
the possible unauthorized access to the system or not. This fact is very significant because in
case of possible unauthorized access (malicious attacks) it is necessary to use cryptographic
techniques with secret key. If there is no possibility of unauthorized access to the transmission
system it is used non-cryptographic safety code (type AO0). If the unauthorized access is
possible we can achieve the safety by the transmission functions related with safety with the
use of cryptographic mechanisms (type Al). Further is for this case used term cryptographic
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safety code. In case of possible unauthorized access can be used separate access protection
layer (type BO or B1).

Corruption of the message during transmission can be caused by the network user, by
the failure of transmission medium, by the interference of messages or by electromagnetic
noise. Errors of this type are categorized as unintentional attacks. They can be detected by the
CRC (Cyclic Redundancy Check) or by the CS (Check Sum). Evidence of safety with respect
to the safety integrity level and the nature of the safety-related process must demonstrate
appropriateness of:

- probability of the detection of random error types,
- ability to detect all types of expected message corruption systematic types.

Safety code must be independent of the transmission code what can be achieved in two
ways. One is to use different encryption algorithms and the second is to use different
configuration parameters of the same algorithm. To meet the required safety integrity level
must be the probability of undetected errors below specified limit. Safety code must be able to
detect transmission faults (e.g. impact of EMI) and systematic faults in untrusted transmission
system caused by hardware failures. Safety code must also be able to detect these typical
faults of transmission system:

e interrupted transmission line,
all bits in logical 0,
all bits in logical 1,
negation of messages,
loss of synchronization in case of serial transmission,
random errors,
systematic errors,
e combination of aforementioned errors.

In the paper we work with the message type AO because we do not expect
unauthorized access to the transmission system. Each message will be secured with non-
cryptographic safety code CRC-r.

SAFETY ANALYSIS OF CRC CODE

Cyclic code is the most used code that can detect several multiple burst of errors. This
code is one of the linear codes (n, k), for which is applicable the linearity property and also
property that cyclic shift of code word creates again code word belonging to the code [3]. This
feature is used in the construction of encoders, mainly by the use of linear shift register with
feedback. From the group of cyclic codes in most communication protocols are used block
systematic CRC codes marked CRC-r (where r is the number of redundant bits in the code
word with length of n bits). For mathematical description of encoding, decoding, error
detection and error correction is used algebra of polynomials [4].

If is used the safety code in transmission system it is necessary to demonstrate
probability of undetected error during transmission below the limit defined by particular
application or standard to ensure the required safety level. Therefore it is necessary to
calculate the maximum value of probability of undetected error of code word in the
transmission system for every safety code. In case of syndrome detecting techniques we look
for event when syndrome is zero (error was not detected) but during the transmission of the
code word occurred error. This case is mathematically expressed by probability of code word
error pundet depending on the error bit rate py of used channel. In the calculation is used
statistical values of error bit rate of particular transmission speeds or if it is possible for
particular application the channel is tested.
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When calculating the probability of undetected errors are considered only errors
arising due to interactions that cause the interchange of symbols. Errors to the improper
synchronization are resolved by other safety means. The probability of undetected error for
codes with unknown weight function can be calculated by following equation [5]:

(1 Pundet 52%{ i (r.l]l?bi-(l_pb)l_i'

i=dmin \ 1

If the conjunction of n and p, is much smaller than one (np, << 1) the sum can be
approximated by the first number of the sum. The equation 1 can be adjusted to following:

n
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where:
e 1 — total number of code bits,
o £k — number of information part bits,
e d,, —minimum Hamming distance,
* — error bit rate of the communication channel.

The minimum Hamming distance d,,;, and the length of code word n are the basis for
the construction of block codes. The systematic block code (n, k) has the upper limit of
achievable minimal Hamming distance given by Varshamov-Gilbert inequality. For odd
values of d,u;, applies equation 3 and for even values of d,;, applies equation 4. Codes where
these two equations are equal are called perfect codes [6].
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Error probability calculated according to the equation 2 limits to the value 2" =27
what is the highest residual error rate of the code (equation 5). This value is stated as
maximum value of undetected error for CRC-r codes [1]. The probability of undetected error
can be then calculated by the following equation:

(5) pundet = 27’4 b

where:
e r—number of redundant bits.
If the error is not detected by transmission code nor safety code while the data
integrity was corrupted by EMI during the transmission of the message the intensity of
dangerous failure caused by EMI Agy is calculated according to equation 6 [3]:

(6) Agsr = Psc-Pre-Seor

where:
e pscis the probability of undetected failure of safety code,
e prc 1s the probability of undetected failure of transmission code, prc=1 if the

transmission system does not include a channel encoder and channel decoder of
transmission code,

o f.r 1s the frequency of occurrence of corrupted messages. In case of cyclic
transmission of messages can be easily determined. In case of non-cyclic transmission
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of messages is this value estimated or set to the worst case scenario — all messages
generated from the source are corrupted.

PRACTICAL PART

Realized model of safety-related communication system with transmission code and
safety code is shown in Fig. 1. In the figure is the scheme composed of seven blocks.
Communication system consists of transmission system and two terminal equipment’s TE;
and TE, Transmission system is composed of a communication channel CCH, encoder of
transmission code Etc, decoder of transmission code Drc, encoder of safety code Esc and
decoder of safety code Dgc. The transmission system is untrusted if it contains only a
communication channel and transmission code. The safety integrity level can be in this case
defined as SIL 0. To achieve higher level of safety integrity SIL 1 to SIL 4 we have to add
safety code for elimination of communication errros which are not detected via transmission
code. The SIL level depends on the selected safety code.

Communication system
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A 4

Trusted transmission system (SIL 1-4)

Untrusted transmission system (SIL 0)

P Ll T T,

P e TS

TE, Dsc TE,

J

Safety-related Safety-related
equipment 1 EMI equipment 2

N ’ ~ ’
~ - ~ -

Fig. 1. Safety-related communication system for two-point connection
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In Fig. 2 is shown the model simulating the transfer of » messages secured with safety
code and transmission code which was constructed in software tool Matlab, version 7.10.0
(R2010a) and Communications System Toolbox library [7], [8].
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Fig. 2. Model with a safety code and transmission code realized in Matlab [7]
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The model is constructed to simulate the transmission of messages through safety-
related communication system secured by transmission code and safety code for two-point
connection. From the point of view of ensuring the transmission we are using the safety code
and transmission code based on CRC-r. Length of information part of the message was set to
64 bits. In order to ensure the independence of both types of codes was the generating
polynomial of transmission code selected from standardized polynomials. For safety analysis
we used generating polynomial of 8" degree type G(x)= x°+x’+x+1, which is used for
example in ATM link protocol. Safety code generating polynomial was also selected from
standardized polynomials for safety-related applications. There was selected polynomial of
3 grade G(x)=x2 170+ +x +x P2+ %+ +x?+ 1, which s
used for example by the European Train Control System ETCS and if used separately it
provides integrity level SIL 2. Model is designed so that we can simulate different error
pattern. To trigger them we use three switches (S1, S2, S3). If we want to simulate
transmission where the messages are affected only by functional block of binary symmetric
channel (which generates random errors) S1 must be in position 1, on the position of S2 does
not matter and S3 must be in position 1. If we want to simulate transmission where the
messages are affected by functional block of binary symmetric channel and subsequently
negated the position of switches is as follows: S1 — position 2, S2 — does not matter, S3 —
position 1. If we want to simulate transmission where all bits are set to logical 0 the position
of switches is as follows: S1 — does not matter, S2 — position 1, S3 — position 2. If we want to
simulate transmission where all bits are set to logical 1 the position of switches is as follows:
S1 — does not matter, S2 — position 2, S3 — position 2.

OBTAINED RESULTS

During the time simulations of safety-related messages we were changing the bit error
rate (BER) of the binary symmetric channel (BSC) by changing of BER in the range 1.10™ to
0,5 (values less than 10 has shown very low error rate). Time of the simulation was set to
100000 s for every error bit rate of binary symmetric channel to simulate transfer of 100000
messages with length 104 bits (64 bits of information part, safety code 32 bits and
transmission code 8 bits). Each second was sent one message. Results of simulations are
shown in Tab. 1. [7].

Tab. 1 Generated, detected a not-detected corrupted messages for realized model

Total number of transferred messages: 100000.

P [-] 1,00E-02 | 1,00E-03| 1,00E-04| 1,00E-05| 1,00E-06| 1,00E-07| 1,00E-08
Corrupted messages

before PK decoder 64731 9917 989 94 4 1 0
Detected corrupted

messages by PK 64719 9917 989 94 4 1 0

Not-detected
corrupted messages

by PK 12 0 0 0 0 0 0
Corrupted messages

before BK decoder 61592 9144 902 81 4 1 0
Detected corrupted

messages by BK 61592 9144 902 81 4 1 0

Not-detected

corrupted messages
by BK 0 0 0 0 0 0 0
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Fig. 4. Dependence of Agy; on py, [S].

In the Fig. 2 is shown intensity of dangerous failures caused by EMI in closed
transmission system which is assured by transmission and safety codes depending on the real
BER of the communication channel. The value (3,2742¢-9) is the worst intensity of dangerous
failure. This is calculated as conjunction of the value of worst probability of transmission
code (2°*), value of worst probability of safety code and (27*) and the frequency of corrupted
massages, when all messages are considered as corrupted (3600). This implies that such
transmission system complies with requirements for the safety intensity level SIL 4 classified
for all system with high demand (10® < THR < 10°®).

CONCLUSION

The main part of the article was orientated to model realization that simulates
transmission of safety-related messages via communication system with closed transmission
system at the level of two-point connection. We simulated transfer of messages for various
settings of bit error rate of communication channel (model BSC). We also simulated transfer
of messages in extreme fault condition as inversion of the message, all bits in logical 0 and all
bits in logical 1. We applied limited binary error channel to test the integrity of the transfer
with CRC-r safety code and transmission code for various lengths of simulated burst of errors.
To obtain information on the probability of undetected error in transmission code and safety
code and on the intensity of dangerous failure from the motel we created program with
graphical interface. To calculate the probability of undetected error for any block code (n, k)
was created a supporting program that displays the probability of undetected error for selected
interval of error bit rate. We can see from the measured and calculated values obtained by the
simulation that with increasing error bit rate is increasing also intensity of dangerous failures.
Transmission code did not detect all corrupted messages therefore it is necessary to use safety
code independent on transmission code in safety-related applications. CRC is not able to
detect errors if all bits are logical 0.
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Kntouoeu oOymu: Huso mHa 6e30nacHOCH, NPUNONCEHUs. 8 JCN  MPAHCHOPM,
KOMYHUKAYUOHHU NPUNodiceHusi 3a Oeszonachocm, Koo 3a 6ezonachocm, CRC, Matlab,
Mooenupate.

Pestome: Ilpe3 nocreonume 200UHU HENPEeKbCHAMO ce YBequuaea Oposim Ha
KOMYHKAYUOHHUME NPULONCEHUsT C BUCOKO HUBO HA OE30NACHOCM, KAmo HApacmed
HeoOxo0uMocmma om cv30deéane He Camo HA XapoyepHu, HO U COpMYyepHU peuleHus.
Hacmosiwyama cmamusi pasenedcoa ochosHume munoge KOMYHUKAYUOHHU NPUTONCEHUS. 34
bezonacHocm, Kakmo u puckogeme, KOUMO Mo2am O0d 6b3HUKEAM NpU NpeosaHemo Ha
cvoOwerus upe3 msx. Buumanuemo e okycupano 6vpxu UsUCK8AHUAMA, HA KOUMO mpsoea
0a omeosapsam me3u Ko0ose 3a bezonacHocm cveracto cmanoapm EN 50159, kamo akyenm
ce nocmaes evpxy yukauden koo CRC. Cnopeo uzuckeanusma na cmanoapma, mpsaoea oa ce
0oKadice, He CbOOWEHUEMO, KOemo pealHo ce NpeHaAcss No KOMYHUKAYUOHHUS KAHAT
CbOmMEEemMcmea Ha YmMewbpOeHOMO HUB0 Ha bOe3onacHocm. B masu epw3ka npoyecvm Ha
MoOenupane uMa Kuo4o8a pojis, MbU KAMO CIYHCU 3d NOAYYABAHE HA CbOMEeMmHUMe
napamempu 3a 6e3onachocm npu uzevpuieane Ha aumaausza. OcHosHama yen Ha
paspabomkama e 0a npeocmasu Mooel Ha NPeHOCHU CUCmeMU 3a Oe30naAcHOCM ¢ YUKIUYHU
CvKpawenus ¢ nomowma na cogpmyepnume npozpamu Matlab u Simulink, upez koumo mozam
0a ce uU3BbLPUWIBAM AHAIU3U 3d ONpedeisHe HA ONACHUME PUCKO8e OM eNeKMpPOMASHUMHU
CMYWEHUSL 8 JCENe30NBIMHUSL MPAHCHOPI.

VII-33



